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1. Aims and scope
Northcote Primary School is committed to protecting the personal information entrusted to it and to using personal data lawfully, fairly, transparently and securely. This policy explains the principles and arrangements the school applies when collecting, using, sharing, storing, retaining and disposing of personal data.
It applies to personal data in any format, including electronic and paper records, and to personal data relating to pupils, parents and carers, staff, applicants, governors, volunteers, visitors, contractors and other individuals. It applies to all staff and to third parties processing personal data on behalf of the school.
This policy replaces the previous Northcote Data Protection Policy and should be read alongside the school’s privacy notices, records retention schedule and related safeguarding, information security and acceptable-use arrangements.
2. Legal and regulatory framework
The school will comply with applicable data protection legislation and relevant statutory and regulatory guidance. The principal framework includes:
UK General Data Protection Regulation (UK GDPR)
Data Protection Act 2018
Data (Use and Access) Act 2025 (DUAA)
Education (Pupil Information) (England) Regulations 2005
Protection of Freedoms Act 2012 where biometric recognition systems are used
Department for Education guidance on data protection in schools
Information Commissioner’s Office (ICO) guidance, including guidance on children and the UK GDPR
Keeping Children Safe in Education 2026 and relevant safeguarding information-sharing duties

3. Definitions
	Term
	Meaning

	Personal data
	Information relating to an identified or identifiable living individual.

	Special category data
	Personal data requiring additional protection, including data concerning racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data used for unique identification, health, sex life or sexual orientation.

	Criminal offence data
	Personal data relating to criminal convictions and offences or related security measures.

	Processing
	Any operation performed on personal data, including collecting, recording, organising, storing, retrieving, using, sharing, altering, restricting, erasing or destroying it.

	Data subject
	The identified or identifiable person whose personal data is processed.

	Controller
	The organisation determining the purposes and means of processing personal data.

	Processor
	An organisation or person processing personal data on behalf of the controller.

	Personal data breach
	A security breach leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.

	DPIA
	A Data Protection Impact Assessment used to identify and reduce risks to people arising from data processing, particularly high-risk processing.


4. The data protection principles
Northcote will process personal data in accordance with the UK GDPR principles. Personal data will be:
processed lawfully, fairly and transparently
collected for specified, explicit and legitimate purposes and not used incompatibly with those purposes
adequate, relevant and limited to what is necessary
accurate and, where necessary, kept up to date
kept in identifiable form for no longer than necessary
processed securely using appropriate technical and organisational measures
Northcote is accountable for compliance and will maintain appropriate evidence, records, policies and governance arrangements to demonstrate it.
5. The data controller and registration
Northcote Primary School is the data controller for personal data where it determines why and how the information is processed. The school will maintain its required registration and fee arrangements with the ICO.
6. Roles and responsibilities
6.1 Governing Board
The Governing Board has overall oversight of the school’s data protection compliance and will receive appropriate assurance and advice, including advice from the DPO.
6.2 Data Protection Officer
The DPO oversees and advises on data protection compliance, supports DPIAs and information-rights work, monitors compliance, provides advice and acts as a contact point for the ICO and data subjects. The DPO must be involved appropriately and in a timely manner in matters relating to the protection of personal data.
Northcote’s DPO is Mr R. Morgan and is contactable via the school office. The school will verify and update these details whenever this policy is reviewed.
6.3 Headteacher
The Headteacher is responsible for implementing this policy operationally, promoting an appropriate culture of information governance and ensuring that school systems and practices support compliance.
6.4 All staff, governors, volunteers and those working on behalf of the school
handle personal data only for authorised school purposes and in accordance with policy and training
keep personal data accurate, secure and confidential
use only approved systems and processes for school personal data
seek advice from the DPO or an appropriate senior leader where the lawful basis or handling of data is unclear
report actual or suspected personal data breaches immediately through the school’s breach process
forward information-rights requests promptly to the DPO
complete required data-protection and information-security training
7. Lawful processing
Before processing personal data, the school will identify and document an appropriate lawful basis under Article 6 UK GDPR. Depending on the purpose, this may include public task, legal obligation, vital interests, contract, consent or, where legally available and appropriate, legitimate interests.
Consent will not be used merely because it appears convenient. Where consent is relied upon it must meet applicable legal requirements and be capable of withdrawal.
Where special category data is processed, the school will identify both an Article 6 lawful basis and an applicable Article 9 condition, together with any further requirements under the Data Protection Act 2018. Criminal offence data will be processed only where the relevant legal requirements are satisfied.
8. Children’s personal data
Children merit particular protection in relation to their personal information. Northcote will take account of the child’s best interests, age, development, understanding and the context of the processing. Privacy information intended for pupils will be clear and accessible for the relevant age group.
Children have data protection rights in relation to their own personal data. Whether a child can exercise a right personally will be considered according to the applicable law and guidance and, where relevant, the child’s capacity and understanding rather than by applying a blanket age rule.
Where the school uses an online service or information society service involving children’s data, it will identify the appropriate lawful basis and consider any child-specific requirements, rather than assuming that parental consent is always the correct basis.
9. Privacy information and transparency
The school will provide appropriate privacy information explaining, in clear terms, what personal information it uses, why it uses it, the lawful basis, who information may be shared with, retention arrangements, relevant rights, DPO contact information and how to raise a concern. Privacy notices will be reviewed when processing changes or law and guidance require it.
10. Data sharing
Northcote will share personal data only where there is an identified purpose and lawful basis and where the sharing is necessary and proportionate. The school will share only the information needed, use secure methods, keep appropriate records, and use contracts or data-sharing arrangements where required.
Personal data may be shared with organisations such as the Department for Education, local authority, other education settings, health services, safeguarding partners, emergency services, law-enforcement bodies, school advisers, contractors and service providers where there is a lawful basis and the sharing is necessary for the relevant purpose.
Where a processor handles personal data on the school’s behalf, Northcote will carry out appropriate due diligence and ensure legally required processor terms are in place.
11. Safeguarding and information sharing
Data protection law does not prevent lawful and necessary information sharing for safeguarding purposes. Staff must follow Northcote’s Safeguarding and Child Protection Policy and current statutory safeguarding guidance. Consent is not treated as a universal prerequisite for safeguarding information sharing.
Where there is a safeguarding concern, staff should share relevant information with the Designated Safeguarding Lead or deputy and with appropriate agencies where required or justified. The school will consider necessity, proportionality, accuracy, security and the best interests and safety of the child, and will record significant information-sharing decisions where appropriate.
12. Subject access requests
Individuals may make a subject access request (SAR) for access to their personal data. Requests do not need to use a particular form or the words “subject access request”. Any member of staff receiving a request that may be a SAR must forward it promptly to the DPO.
The school will verify identity where necessary, clarify the request where appropriate and respond within the applicable statutory timeframe. Information about other people and applicable exemptions will be handled carefully before disclosure. The school will not routinely charge for SARs, although a fee or refusal may be permitted where the law allows.
13. Requests concerning children and educational records
Personal data about a child is the child’s personal data. A request made by a parent or carer on a child’s behalf will be considered in light of parental responsibility, the child’s capacity and understanding, the nature of the information, safeguarding considerations and applicable data-protection rules.
Separate statutory rights may apply to parental access to a pupil’s educational record. Requests will be handled under the Education (Pupil Information) (England) Regulations 2005 and other applicable provisions, alongside data protection law where relevant.
14. Other information rights
Subject to the conditions and exemptions in law, individuals may have rights including to information, rectification, erasure, restriction, objection, data portability and rights relating to automated decision-making. They may also withdraw consent where consent is the lawful basis and complain to the ICO. Requests should be sent to the DPO or school office and must be forwarded promptly if received elsewhere.
15. Automated decision-making and profiling
Before introducing processing that profiles individuals or makes decisions about them automatically, the school will assess the legal basis, transparency requirements, necessity, fairness, safeguards and the rights of affected individuals. Additional care will be taken where pupils are involved. A DPIA will be completed where legally required or otherwise appropriate because of risk.
16. Photographs and video
The lawful basis for taking and using photographs or video will depend on the purpose. The school will distinguish between uses necessary for education, safeguarding or school administration and optional uses such as particular promotional activity. Where consent is the lawful basis, it must be freely given, specific, informed and capable of withdrawal.
The school will provide clear information about how images will be used, stored and shared, and will apply safeguarding considerations to publication and external sharing. Staff must use school-approved equipment and systems in accordance with the school’s safeguarding, online-safety and staff conduct arrangements.
17. CCTV and surveillance
Where Northcote uses CCTV or other surveillance technology, it will identify and document the purpose and lawful basis, provide appropriate signage and privacy information, control access, apply appropriate retention arrangements and respond to requests for footage in accordance with data-protection law. The need for a DPIA will be considered when systems are introduced or materially changed.
18. Biometric data
Northcote will not introduce a biometric recognition system for pupils without first completing the required governance and legal checks. Where biometric data is used to uniquely identify a pupil, it is special category personal data and requires an Article 6 lawful basis and an Article 9 condition, together with the requirements of the Protection of Freedoms Act 2012.
Before any pupil biometric recognition system is introduced, the school will complete a DPIA, provide appropriate privacy information, follow the statutory parental notification/consent and pupil objection requirements, provide a suitable alternative for pupils who do not participate, and ensure processors and security arrangements meet the applicable requirements. Live facial recognition will not be used at Northcote.
19. Data protection by design, DPIAs and new processing
Data protection will be considered from the outset when Northcote designs or changes a service, process, system, technology or project involving personal data. The school will minimise the personal data collected, restrict access appropriately, set suitable retention periods and build transparency and security into the design.
A DPIA will be completed where processing is likely to result in a high risk to individuals’ rights and freedoms and in other cases where the DPO advises that one is appropriate. The DPO will be consulted at an early stage. DPIAs will be reviewed when risk, technology, purpose or processing changes materially.
20. Educational technology and procurement
Before procuring or materially changing an educational technology service that processes personal data, the school will consider data protection as part of procurement and approval. This includes what data the product uses, its purpose and lawful basis, transparency, security, retention, processor/sub-processor arrangements, data locations and transfers, deletion/return arrangements, and whether a DPIA is required.
Staff must not introduce apps, platforms or online services requiring pupil or staff personal data outside the school’s approved procurement and information-governance arrangements.
21. Generative artificial intelligence
Generative AI services can create data protection risks when personal information is entered into prompts, files or connected services. Northcote will therefore assess data protection before approving AI tools or AI-enabled features that process personal data.
staff must use only AI services approved for the intended school purpose
personal data, special category data, safeguarding material and confidential information must not be entered into unapproved generative AI services
the school will establish the lawful basis, transparency, security, retention, provider terms, data use and any international-transfer implications before approving processing of personal data
a DPIA will be completed where required by risk
outputs containing personal data remain subject to normal accuracy, confidentiality, safeguarding and records-management requirements
22. Filtering and monitoring
Filtering and monitoring systems used for safeguarding may process personal data. Northcote will ensure the purposes and lawful bases for this processing are understood, access is appropriately controlled, privacy information reflects relevant monitoring, retention is proportionate, and data generated by these systems is handled securely and in accordance with safeguarding requirements.
23. Information security, personal devices and remote working
access to personal data will be limited to people who need it for authorised duties
school systems will use appropriate authentication, access controls, updates, encryption and other security measures according to risk
confidential paper records will be stored securely and not left accessible to unauthorised people
personal data will be transferred using approved secure methods
portable storage will be restricted and protected in accordance with school IT arrangements
staff must lock screens and protect devices from unauthorised access
personal devices must not be used to store or process school personal data unless expressly authorised and appropriately secured
remote working involving personal data must use school-approved systems and preserve confidentiality
staff must not share passwords or authentication credentials
24. Records management and retention
Northcote will maintain proportionate records of its processing activities and an organisational records retention schedule. Personal data will be retained only for as long as required for its purpose and legal, safeguarding, operational or accountability needs. Retention decisions will be documented and periodically reviewed.
When records reach the end of their retention period they will be securely deleted, destroyed or anonymised unless a lawful reason requires continued retention. Disposal by third parties will be subject to appropriate contractual and security controls.
25. International data transfers
Where personal data is transferred outside the UK, including through cloud or technology providers, the school will ensure that the transfer complies with applicable UK data protection requirements. The school will establish the relevant transfer mechanism and safeguards, with advice from the DPO where appropriate, and will document material transfer decisions.
26. Personal data breaches
Everyone working for or on behalf of Northcote must report an actual or suspected personal data breach immediately to the DPO and an appropriate senior leader. Staff must not investigate independently where doing so could increase risk or compromise evidence.
The DPO will coordinate assessment, containment, documentation and notification. Where a breach is likely to result in a risk to individuals’ rights and freedoms, the ICO will be notified without undue delay and, where required, within 72 hours of the school becoming aware of the breach. Where a breach is likely to result in a high risk, affected individuals will be informed without undue delay unless an applicable exception applies.
All personal data breaches will be recorded, including the facts, effects, risk assessment, decisions and remedial action, whether or not notification to the ICO is required.
27. Data breach response procedure
Report: immediately notify the DPO/senior leader of any suspected or confirmed loss, unauthorised disclosure, misdirection, cyber incident or other compromise involving personal data.
Contain: take proportionate steps to stop continuing exposure without deleting or altering evidence unnecessarily.
Assess: identify what happened; categories, sensitivity and approximate amount of information; affected people; security protections; likely consequences; and risk to rights and freedoms.
Escalate: inform the Headteacher and other appropriate leaders and advisers according to severity, including safeguarding leads where children may be at risk.
Notify: the DPO will determine whether ICO notification and/or communication to affected individuals is legally required and will coordinate any required notification.
Record: document the breach, assessment, decisions, action taken and lessons learned.
Review: implement proportionate measures to prevent recurrence, including changes to systems, procedures, contracts or training where necessary.
28. Training and awareness
Staff and governors will receive data-protection training appropriate to their roles. New staff will receive relevant induction information and training will be refreshed in response to changes in law, guidance, technology, risk or school procedures. The school will maintain suitable training records.
29. Complaints and concerns
Concerns about the school’s handling of personal data should be raised with the school and/or DPO so that they can be considered promptly. Individuals also have the right to complain to the Information Commissioner’s Office. The school will provide current ICO contact information through its privacy notices or on request.
30. Monitoring, audit and review
The DPO will support monitoring of compliance and provide advice to school leaders and governors. The school will review relevant policies, privacy notices, processing records, data-sharing arrangements, processors, retention arrangements, DPIAs, data breaches and training as part of its accountability arrangements.
This policy will be reviewed annually and sooner if changes to legislation, statutory guidance, technology, school systems or identified risk make an earlier review necessary.
31. Related Northcote policies and documents
Safeguarding and Child Protection Policy
Behaviour and Relationships Policy
Online Safety Policy / Acceptable Use arrangements
Staff Code of Conduct
Freedom of Information Publication Scheme
Records Retention Schedule
Privacy Notices
CCTV arrangements where applicable
Educational Visits Policy
Mobile Phones and Smart Devices Policy
Supporting Pupils with Medical Conditions Policy
SEND Policy
Cyber security, filtering and monitoring arrangements
Appendix 1 - Staff quick guide
	Situation
	What to do

	Email or file sent to the wrong person
	Report immediately as a potential personal data breach; follow instructions from the DPO/senior leader.

	Request to see personal information
	Forward promptly to the DPO. Do not assume a request needs to use the words “SAR”.

	Safeguarding concern
	Follow the Safeguarding and Child Protection Policy and involve the DSL/deputy. Do not delay necessary safeguarding action simply because consent is absent.

	New app, website, EdTech or AI tool
	Do not upload personal data until the service has been approved through school processes and data-protection requirements have been considered.

	Need to share personal information
	Check purpose, lawful basis, necessity, minimum necessary data, recipient and secure method; seek advice if unsure.

	Taking data off site / working remotely
	Use approved systems and devices and maintain confidentiality and security.

	Unsure
	Stop where safe to do so and seek advice from the DPO or an appropriate senior leader.


Appendix 2 - Reference framework
UK General Data Protection Regulation (UK GDPR)
Data Protection Act 2018
Data (Use and Access) Act 2025
Education (Pupil Information) (England) Regulations 2005
Protection of Freedoms Act 2012
Department for Education: Data protection in schools (updated 14 October 2026)
Department for Education: Protection of biometric data of children in schools and colleges (June 2026)
Department for Education: Keeping Children Safe in Education 2026
Information Commissioner’s Office: Children and the UK GDPR (updated 15 May 2026)
Relevant current ICO guidance on information rights, breaches, controllers/processors, DPIAs, security and international transfers
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